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Abstract

In recent years, immersive art installations featuring interac-
tive artworks have been on the rise. These installations are an
integral part of museums and art centers like selfie museums,
teamLab Borderless, ARTECHOUSE, and Meow Wolf. More-
over, immersive art have also been increasingly incorporated
into traditional museums as well. However, immersive art
requires active user participation and often captures informa-
tion from viewers and participants through cameras, sensors,
microphones, embodied interaction devices, surveillance, and
kinetic mirrors. Therefore, we propose a new line of research
to examine the security and privacy postures of immersive
artworks. In our pilot study, we conducted a semi-structured
interview with four experienced practitioners from either the
art (1) or cybersecurity (3) fields. Our aim was to understand
their current security and privacy practices, along with their
needs when it comes to immersive art. From their responses,
we created a list of security and privacy parameters, such as,
providing opt-in mechanics for data collection, knowledge of
data collection tools such as proximity sensors, and creating
security awareness amongst participants by communicating
security protocols and threat models. These parameters allow
us to build privacy-preserving, secure, and accessible soft-
ware for individuals working in media arts, who often have
no background on security and privacy. In the future, we plan
to utilize these parameters to develop software in response
to those needs and then host an art exhibition of immersive
artworks utilizing the platform.
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1 Introduction

Immersive art installations represent a unique genre of artis-
tic expression, characterized by audience engagement and
interactivity. In the year 2019, the immersive art industry was
valued at $61.8 billion and has only grown since [8]. Within
these installations, audiences can become integral compo-
nents, contributing to the artwork’s dynamic narrative through
their participation. Some installations even incorporate data
collected from participants, seamlessly integrating it into the
artistic experience. For instance, notable examples include
installations that scan, interpret, and provide feedback on var-
ious types of participant data, spanning from physiological
responses to environmental interactions. Design I/O [4] inter-
active installations utilize depth sensors that can generate 3D
models of surrounding people and objects [13].

The utilization of technology to capture and utilize audi-
ence data underscores the importance of addressing security
concerns surrounding data collection and storage. As immer-
sive art installations continue to evolve in complexity and
scope, ensuring the security and privacy of collected data be-
comes imperative. Interactive artworks utilize microphones,
cameras, sensors, and other devices that can collect data on
individuals in real-time [2, 3]. Several artworks, such as those
by Golan Levin [5, 6], Kyle McDonald [11], and Lauren Mc-
Carthy [9], operate by utilizing audiovisual recordings of
participants. Other artworks, such as those by Rafael Lozano-
Hemmer [7], Teague McDaniel [10], and Sam Lavigne and
Tega Brain [14], utilize personal data collected from partic-
ipants. Such data collection practices may be unknown to
audiences and considered a breach of privacy by some.

This study applied our prior proposal [1] and aimed to delve
deeper into the current approaches, practices, and concerns
regarding the cybersecurity of immersive art installations. By
interviewing experts from both the cybersecurity and mixed
media artistry industries, we seek to gain insights into their
methodologies for securing data within their respective do-
mains. This research endeavors to explore the following re-
search questions:



* RQ1: In what ways do emergent digital art practitioners
consider and prioritize security and privacy in creating
immersive artworks?

* RQ2: What technological needs do installation artists
have to create privacy-preserving and secure artworks?

¢ RQ3: Through the perspectives of prior research, expert
recommendations, and audience viewpoints, what are the
primary privacy and cybersecurity concerns associated
with immersive digital arts?

By synthesizing insights from cybersecurity and media arts
experts, as well as considering audience perspectives, this
research aims to elucidate the major themes, concerns, and
recommendations regarding security and privacy of individu-
als immersed in interactive art installations.

2 Method

To answer our research questions, we first recruited experi-
enced practitioners from both the arts and the cybersecurity
field using a two-mode approach. Then, we interviewed the
participants to further understand their security and privacy
perceptions regarding immersive arts. From the interview
transcripts, we identified various themes as part of our analy-
sis. To be eligible to participate in the study, participants had
to be either media artists or cybersecurity experts and meet
the following requirements: participants should have five or
more years of experience in their respective field; partici-
pants should be U.S. residents; additionally for media artists,
participants should have a portfolio that includes interactive
artwork installations, especially installations that collected
and/or displayed audience data.

Our recruitment took place via two modes: snowball sam-
pling and a publicly distributed screening survey. We used
snowball sampling by emailing local artists and cybersecurity
experts with the required experience and asking if they would
be interested in participating in our study. We obtained their
contact information through their online portfolios. We asked
those who were interested to refer us to others in their field,
who they knew would be eligible to participate for this study.
Additionally, we released a screening survey on social media,
inviting interested individuals with five or more years of expe-
rience in either art or cybersecurity to fill it out. We contacted
respondents who successfully completed the survey and met
our study requirements to schedule interviews.

All participants who agreed to participate as a result of
snowball sampling and those who were contacted from the
survey were asked to schedule time with the research assistant
for an interview. To better understand the participants’ experi-
ences in their respective fields before the interview, we asked
the participants for either a LinkedIn profile or online port-
folio that we could review in advance. The interviews were
conducted remotely over Zoom [15]. During the interview,

we asked questions regarding the participants’ experiences
in their respective fields, their personal experiences with in-
teractive art installations (either building them or interacting
with them), and what security and privacy concerns they had
with the interactive art installations they have built and/or
experienced. Each interview was video recorded, after ob-
taining participants’ permission through verbal consent. Each
interview lasted about an hour. After the interview, each par-
ticipant was awarded a $100 gift card for their time. The
transcript for each video was generated using the Temi tran-
scription tool [12]. All videos and transcripts were stored on
the University of Denver OneDrive server.

To analyze the interviews, the transcripts were open-coded
by the researchers to recognize overall common themes
among artists and cybersecurity experts. These themes were
divided into three main categories: (i) pain points or concerns
about the data collection by interactive art installations; (ii)
trends in how people educated themselves or taught others
about cybersecurity practices; and (iii) trends in software used
to build secure technology.

3 Results

A total of four participants, comprising one media artist and
three cybersecurity experts, were interviewed. The partici-
pants’ backgrounds varied, yet all had encountered interactive
art installations in some capacity during their professional
careers. Notably, one participant had direct involvement in
building such installations, while another had contributed to
research on interactive technologies such as virtual reality
(VR). The remaining participants had professional ties to
the field through collaboration with colleagues or mentoring
individuals involved in interactive media.

3.1 Immersive Art Data Collection Concerns

Regarding data collection within interactive installations, par-
ticipants identified several common types of data, including
video, audio, voluntarily supplied information such as survey
responses, location data, and phone numbers. In the context
of interactive artworks, this data collection is essential for
understanding audience engagement and enhancing the inter-
activity of the installations. However, while some data were
voluntarily provided by audience members, others, such as
data provided by “proximity sensors," were collected without
explicit consent. Participants underscored the importance of
implementing opt-in systems to ensure transparency and user
consent. They highlighted the complexity of distinguishing
between opt-in and opt-out scenarios, acknowledging that cur-
rent opt-in systems are often intentionally difficult to under-
stand and navigate. This complexity is particularly problem-
atic in interactive artworks, where the seamless and immersive
experience should not be compromised by convoluted con-
sent processes. Moreover, participants emphasized the need



to collect only necessary data and ensure compliance with
relevant data protection regulations such as the General Data
Protection Regulation (GDPR) and the California Consumer
Privacy Act (CCPA).

Despite the inherent challenges in achieving complete se-
curity within interactive installations, participants advocated
for a balanced approach that acknowledges the impossibil-
ity of eliminating all risks. This approach involves proactive
threat modeling, risk acceptance, and a duty of care to pro-
tect audience members from potential harm arising from data
misuse. They stressed that interactive artworks, which often
employ cutting-edge technology and innovative user interac-
tions, present unique cybersecurity challenges. One of the
participant emphasized:

“There should be a ‘duty of care’ involved to protect
[the audience] as much as possible... taking into
account all the different ways that [the data] could
be misused to harm them."

By integrating better cybersecurity measures tailored to the
specific needs of interactive artworks, creators can ensure that
their installations not only provide engaging and immersive
experiences but also protect the privacy and security of their
audiences. Participants advocated for continuous education
and adaptation to evolving security requirements and best
practices, recognizing the dynamic nature of both technology
and the threats it faces.

3.2 Continuous Education for Multiple Inter-
disciplinary Stakeholders

Participants also emphasized the importance of engaging
space managers, such as gallery employees, and implementing
guidelines to secure audience data and minimize employee
touch-points with interactive installations. They suggested
training programs for gallery staff to ensure they understand
the importance of data security and are equipped to handle
any issues that may arise. These training programs could
cover topics such as recognizing potential security threats,
responding to data breaches, and maintaining the integrity
of the installations. In addition, participants recommended
the development of clear policies and procedures for data
handling and security, tailored to the specific needs of interac-
tive art installations. In terms of staying abreast of evolving
security requirements and practices, participants highlighted
the importance of adaptability and continuous learning. Col-
laborative spaces, including workshops, lectures, and online
communities, were cited as valuable resources for exchang-
ing knowledge and staying informed about emerging security
trends and solutions. These collaborative efforts can foster
a culture of continuous improvement and innovation in cy-
bersecurity practices within the interactive art community.
Participants noted that these collaborative spaces provide op-

portunities for cross-disciplinary learning, where artists can
gain insights from cybersecurity experts and vice versa.

Moreover, most cybersecurity experts expressed a keen in-
terest in deepening their understanding of data security issues
and solutions specific to interactive art installations. Many ad-
mitted to previously overlooking or underestimating the data
security implications of the installations they encountered, in-
dicating a growing awareness and interest in this domain. This
increased awareness was often spurred by recent high-profile
data breaches and privacy scandals, which underscored the
importance of integrating security measures into all technolog-
ical implementations, including art installations. Participants
recognized that the evolving nature of cybersecurity threats
requires a dynamic and responsive approach, with continuous
education and adaptation being key components.

3.3 Secure and Privacy-focused Software for
Immersive Art

A recurring theme among participants was the concern for
better cybersecurity measures tailored to the specific needs
of interactive artworks. Participants emphasized the need for
software that is accessible and aligns with the project’s con-
textual requirements while ensuring an appropriate level of
security and privacy. One participant highlighted their prefer-
ence for using Signal, an end-to-end encrypted communica-
tion platform, citing its ease of use and adaptability to various
technological contexts. In the context of interactive artworks,
they stressed the importance of secure communication among
collaborators to protect sensitive creative discussions and pro-
prietary project details for which messaging apps such as
Signal can be used. They emphasized the significance of con-
sidering factors such as file size and internet bandwidth when
selecting communication platforms to ensure accessibility for
all collaborators when it comes to artwork discussions. The
participant articulated their approach, stating:

“How difficult is it for them in the region that they’re
in to access the [software] that I’'m recommending?
... If it’s a really large file to download, will it
download across 3G or 4G? Will it work on the
kind of phone [other collaborators] have?"

4 Discussion

The findings of this study illuminate the nuanced approaches
adopted by both cybersecurity experts and media artists in
addressing data security concerns within the realm of inter-
active art installations. Through a comprehensive analysis of
the data, several key themes and insights emerge, shedding
light on the intricate interplay between technology, creativity,
and security. This study underscores the dynamic nature of
cybersecurity and artistic practices, characterized by continual
adaptation and innovation. Both cohorts exhibit a proactive



stance towards technological security, emphasizing the impor-
tance of minimizing data collection, ensuring secure storage,
and effectively communicating security protocols with par-
ticipating audiences. This multifaceted approach reflects a
shared commitment to protecting privacy while facilitating
engaging interactive experiences.

One prominent theme is the emphasis on the importance of
legal frameworks and compliance standards. The influence of
regulations such as the GDPR or CCPA is evident in the prac-
tices of both cybersecurity experts and media artists. These
legal frameworks provide a strategic imperative for assessing
and mitigating risks associated with data storage and handling.
While cybersecurity experts caution against the illusion of
absolute security, they advocate for a pragmatic approach to
risk management and risk acceptance. This approach acknowl-
edges the impossibility of eliminating all risks while striving
to minimize potential vulnerabilities. A consensus among
study participants revolves around the adoption of protective
data handling strategies, particularly advocating for a more
transparent and user-centric approach. The preference for an
opt-in model for data interpretation and storage underscores
a commitment to user privacy and autonomy. By prioritiz-
ing minimalistic data collection and empowering interaction
participants to make informed choices regarding their data,
artists may seek to foster a culture of responsible data han-
dling within interactive art contexts. This practice not only
promotes trust and transparency in the digital realm but also
aligns with ethical considerations in data security and honors
privacy regulations that impact the users.

Another significant insight is the role of experiential learn-
ing in enhancing understanding and awareness of data secu-
rity practices. Participants express a preference for hands-on
experiences, citing interactive art installations as potent edu-
cational tools for demystifying concepts of data storage and
security. These installations serve as immersive environments
where audiences can engage with security concepts in a tangi-
ble and intuitive manner. Such initiatives not only enrich the
artistic experience but also contribute to broader conversations
surrounding cybersecurity best practices. This underscores
the transformative potential of art as a vehicle for knowledge
dissemination and social change. The study also highlights the
importance of continuous education and adaptation to evolv-
ing security requirements. Both cybersecurity experts and
media artists recognize the dynamic nature of technology and
the associated security threats. Collaborative spaces, includ-
ing workshops, lectures, and online communities, are cited
as valuable resources for exchanging knowledge and staying
informed about emerging security trends and solutions. These
collaborative efforts foster a culture of continuous improve-
ment and innovation in cybersecurity practices within the
interactive art community. Participants noted that these col-
laborative spaces provide opportunities for cross-disciplinary
learning, where artists can gain insights from cybersecurity
experts and vice versa.

Moreover, the study reveals a growing awareness among
cybersecurity experts of the specific data security issues and
solutions related to interactive art installations. Many experts
admitted to previously overlooking or underestimating the
data security implications of the installations they encoun-
tered. This increased awareness is often spurred by recent
high-profile data breaches and privacy scandals, which un-
derscore the importance of integrating security measures into
all technological implementations, including art installations.
The evolving nature of cybersecurity threats requires a dy-
namic and responsive approach, with continuous education
and adaptation being key components.

5 Conclusion

The synergy between interactive artworks and cybersecurity
is essential for creating safe and engaging experiences for
audiences. By implementing enhanced security measures,
transparent consent systems, and ongoing education and col-
laboration, the interactive art community can effectively ad-
dress the unique challenges posed by data collection and
privacy concerns. Our work with four professionals in cyber-
security and art highlights the necessity for a proactive and
balanced approach to ensure that the creative and experiential
aspects of interactive art are preserved while enhancing the
privacy and security of audience members. By examining
the perspectives and practices of cybersecurity experts and
media artists, this study offers a nuanced understanding of the
challenges and opportunities inherent in reconciling artistic
expression with data security imperatives. This understanding
paves the way for informed discourse and collaborative action
in protecting privacy and promoting responsible innovation
in the ever-evolving digital age. The insights gained from
this study emphasize the importance of continuous adaptation
and learning, fostering a culture of responsible data handling
and ethical practices within the interactive art community.
Through these efforts, the interactive art space can continue to
thrive as a dynamic and secure environment, benefiting both
creators and audiences alike.
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