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ABSTRACT
With cameras slowly becoming an increasingly daily part of
our lives and constantly streaming information about people,
different security and privacy concerns arise. Human
analysis using cameras or surveillance footage has been an
area of research for many years. Different methods have
been introduced which showed success in not only detecting
but tracking pedestrians. Once a human is detected and
tracked, different motion analyses can be performed in
helping understand and better model human behavior. A
majority of these methods do not take user privacy or
security into account, hence these security monitoring
systems become a huge threat to the privacy of individuals.
This threat becomes even more serious when the security
cameras are installed in day-cares, schools, and retirement
homes, which contain people who are more vulnerable. With
our work, we present an initial thought for a framework that
is able to understand human motion, but also take the
individual’s privacy and security into account by deploying
different anonymization techniques.

1. BACKGROUND
Security cameras are widely used to monitor and protect the
environment they are observing. This technology is now
easily available in different devices and even doorbells are
equipped with cameras. The new research has been focusing
on transforming security cameras to smart monitoring
systems that can detect, recognize and even trigger certain
actions. For example, installing a smart monitoring system
in a school can potentially detect an intruder or shooter and
alarm the law-enforcement officers. While the idea behind
installing security cameras are easily justifiable, there is a
growing concern that these devices are recording and
recognizing people and the data can be used for purposes that
the individuals do not necessarily agree with [23] such as
what time a person goes to work, or which store the
individuals are visiting, etc.
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Human detection, motion tracking, and understanding
behavior have all been areas of great interest to researchers
for the past decade especially with the ongoing rise in
security concerns in public areas. There are many research
works in which traditional methods used to help model
human behavior [1, 2, 3, 4, 5]. In one form or another, these
works try to extract local features from a given scene and
create a model that will produce a correct classification of
the given action. One major drawback to these methods is
they are hand-crafted features. A standard hand-crafted
feature extractor consists of: (i) feature extraction [1, 6, 7, 8,
9, 10] (ii) feature encoding [11, 12, 13] and (iii) feature
classification [11, 14].
In recent years, with the success of convolutional neural
networks (CNNs) [15] over the hand-crafted methodologies,
deeper features are able to be extracted and represent both
the spatial and temporal features for human action
recognition [16, 17, 18, 19, 20].
Despite the success of these models, they mostly disregard
user privacy and security. Face masking is the most common
technique for user anonymization through cameras [21]. As
shown in [21] complete blockage is commonly used which
completely preserves user privacy but trades off feed
usability. On the other hand, semi-anonymization [22] can
be used which tries to find a balance between privacy
preservation and feed usefulness.

2. PROPOSED FRAMEWORK
A majority of anonymization research is concentrated
around data, video and image with very little work done on
human behavior anonymization. A lot of information can be
extracted by simply observing one’s behavior. For example,
by just looking at someone’s motion and body rhythm, one
can easily tell whether they are disabled or not. Couple this
with other information such as face, height, and appearance,
and the individual’s identity can be easily revealed.
We propose a two-fold framework that is able to: (i) detect
and analyze human behavior, (ii) anonymize identity and
privacy revealing behaviors such as motion and physical
appearance.

2.1.Human Behavior Detection/Analysis
The first part of our framework is able to detect normal
human behavior. The KTH dataset is used for model
training. For a given video feed, we are able to predict (with
bounding boxes), the location of a respective action. The

bounded region is then fed as input to the anonymization
model.
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2.2.Human Behavior Anonymization
This network is responsible for detecting motion
abnormalities and anonymize them if necessary. This task
falls under two main categories:
(i) All motions categorized as being normal are
anonymized in order to protect user privacy.
(ii) Motions which resemble the concealment or revelation
of objects are not anonymized and are referred to as
extreme abnormalities. Such motions tend to closely
resemble weapon or criminal related incidents thus
making them hard to truly distinguish.
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